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DECISION OF THE CHIEF RESILIENCE OFFICER

ON THE APPROVAL OF THE RULES FOR THE ADMINISTRATION OF THE WHISTLEBLOWING CHANNEL OF THE GROUP OF COMPANIES OF AB “LIETUVOS GELEŽINKELIAI”


Implementing the requirements of the Law of the Republic of Lithuania on the Protection of Whistleblowers and taking into account Resolution No 129 of the Government of the Republic of Lithuania of 14 February 2022 “On the Amendment to Resolution No 1133 of the Government of the Republic of Lithuania of 14 November 2018 “On the Implementation of the Law of the Republic of Lithuania on the Protection of Whistleblowers”,
1.	I hereby approve the attached rules for the administration of the whistleblowing channel of the group of companies of AB “Lietuvos geležinkeliai”.
2.	I recommend that UAB LTG Link, AB LTG Cargo, AB LTG Infra, UAB “Geležinkelio tiesimo centras” and UAB “Rail Baltica Statyba” follow the Rules.
3.	I hereby entrust the Head of Business Resilience Business Security of AB “Lietuvos geležinkeliai” with monitoring the implementation of this decision.
4.	I hereby repeal Order No ĮS(KORP)-46/2023 of 30 October 2023 of the CEO of AB “Lietuvos geležinkeliai” “On the Approval of the Rules for the Administration of the Whistleblowing Channel of the Group of Companies of AB “Lietuvos geležinkeliai”.

























Drafted by
Liuda Plechanova, email liuda.plechanova@litrail.lt
Business Security Prevention and Investigations

To be delivered to: The heads of structural units of AB “Lietuvos geležinkeliai”, AB LTG CARGO, UAB LTG Link, AB LTG Infra, UAB “Rail Baltica Statyba”, UAB “Geležinkelio tiesimo centras”
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APPROVED
By order No Order No ___ of ___ __________ 2024 of the CEO of AB “Lietuvos geležinkeliai”








THE RULES FOR THE ADMINISTRATION OF THE WHISTLEBLOWING CHANNEL OF THE GROUP OF COMPANIES OF AB “LIETUVOS GELEŽINKELIAI”
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SECTION I.
GENERAL PROVISIONS

1. The purpose of the Rules for the Administration of the Whistleblowing Channel of the Group of Companies of AB “Lietuvos geležinkeliai” shall be to regulate the provision of infringement information through the whistleblowing channel of LTG Group and the investigation of reports in order to ensure compliance with and implementation of the Law of the Republic of Lithuania on the Protection of Whistleblowers and its implementing legislation.
2. In LTG Group, reports shall be received, registered and investigated, and whistleblower protection measures shall be ensured in accordance with the Law of the Republic of Lithuania on the Protection of Whistleblowers, other legislation, and these Rules.
3. Information on the whistleblowing channel of LTG Group, the appointed Competent Entities, and the procedures for investigating infringement reports shall be available on the websites of LTG and Business Units.
4. The Rules shall apply to all employees of LTG Group.
5. The following terms and abbreviations shall be used in these Rules.

	[bookmark: _page_25_0]Term/Abbreviation
	Definition/Explanation

	












Infringement Information
	Information provided through the whistleblowing channel implemented by LTG on the criteria of an Infringement referred to in the Rules shall be submitted in accordance with Article 3(2) of the Law regarding the following:
1)	Danger to public safety or health, or an individual’s life or health;
2) 	Environmental risks;
3)	Obstruction or illegal influence on investigations by law enforcement authorities or the administration of justice by courts;
4)	Financing of illegal activities;
5)	Illegal or non-transparent use of public funds or assets;
6)	Illicit assets;
7)	Concealment of infringement consequences, obstruction of the determination of the extent of the consequences;
8)	Infringements referred to in the list approved by the Minister of Justice of the Republic of Lithuania, drawn up in accordance with the scope of the European Union legislation referred to in Directive (EU) 2019/1937;
9) 	Fraud affecting the financial interests of the European Union, as referred to in Article 325 of the Treaty on the Functioning of the European Union and further detailed in the relevant European Union instruments;
10) 	Infringements relating to the internal market as referred to in Article 26(2) of the Treaty on the Functioning of the European Union, including infringements of the competition and state aid rules of the European Union, as well as infringements relating to the internal market as a result of acts in contravention of the corporation tax rules or agreements aimed at obtaining a tax advantage which undermines the object or purpose of the applicable corporation tax law;
11) Other infringements.

	



Person Providing Infringement Information
	A natural person providing information about an infringement in an institution, about which the person learned during the service, employment or contractual relationship (consulting, contracting, subcontracting, internship, traineeship, volunteering, etc.) with this institution or during recruitment or other pre-contractual relations, as well as a self-employed person, a shareholder or a person belonging to the company’s administrative, management or supervisory body (including non-executive members as well as volunteers and paid or unpaid interns), or any natural person working under the supervision and direction of contractors, subcontractors and/or suppliers

	Law
	Law of the Republic of Lithuania on the Protection of Whistleblowers

	


DMS
	The Document Management System (DMS), an information system for the management of documents of LTG/Business Unit: drafting, management, accounting, discussion, endorsement, secure signature/approval, storage and destruction. Depending on its functionality, the document management system may also have an archiving function for electronic documents

	Competent Authority
	Prosecutor General’s Office of the Republic of Lithuania

	




Competent Entity
	LTG employee(s) appointed by order/decision of the CEO of LTG to administer the whistleblowing channel, to process infringement information received through the whistleblowing channel, to ensure the confidentiality of the person submitting infringement information, except for the cases stipulated by law, and to carry out other tasks as specified in the Description of the Procedures for the Establishment of the Whistleblowing Channels and the Maintenance of their Functioning, as approved by Resolution No 1133 of the Government of the Republic of Lithuania of 14 November 2018 “On the Implementation of the Law of the Republic of Lithuania on the Protection of Whistleblowers” (current version)

	


Confidentiality
	An operating principle of LTG Group, the Competent Entity and the employees of LTG Group, which shall ensure that the data of the whistleblower and other information directly or indirectly identifying them are processed solely for the purposes of the performance of professional duties and that such information is not disclosed to third parties, except as provided for in the Law

	LTG
	AB “Lietuvos geležinkeliai”

	LTG Group
	A group of companies consisting of LTG and legal entities directly and indirectly controlled by it

	RL
	Republic of Lithuania

	GRL
	Government of the Republic of Lithuania

	




Infringement
	A criminal offence, administrative offence, breach of administrative duty or breach of professional duties, as well as a serious violation of mandatory standards of professional ethics, which may be planned, completed or ongoing within LTG Group, an attempt to conceal the infringement in question, or any other infringement which threatens or infringes the public interest and which comes to the attention of the whistleblower by virtue of their service, employment or contractual relationship (consultancy, contracting, subcontracting, internship, traineeship, volunteering, etc.) with the institution or in the course of recruitment or other pre-contractual relations

	
Whistleblower
	The Person Providing Infringement Information recognised by the Competent Authority as a Whistleblower

	

Report
	An appeal, either in a form complying with the requirements of the Law, or in free form, indicating compliance with the Law, providing specific information about an infringement that meets the criteria set out in the Law

	
Employment-Related Circumstances
	Current or previous employment activities of any kind in an institution in which the persons become aware of the infringement and could be adversely affected if they report the infringement

	
Person Involved in the Infringement
	A natural or legal person identified in the infringement information as a person potentially preparing to commit, committing or having committed an infringement, or who is associated with that infringement

	Rules
	The Rules for the Administration of the Whistleblowing Channel of the Group of Companies of AB “Lietuvos geležinkeliai”

	Business Unit
	A company belonging to the group of companies of AB “Lietuvos geležinkeliai”, except LTG

	Internal Whistleblowing Channel
	A procedure created and used in LTG Group for reporting, investigating and informing individuals about infringements within LTG Group



6. Other terms used in these Rules shall be understood as defined in the Law of the Republic of Lithuania on the Protection of Whistleblowers and other legislation regulating the protection of whistleblowers.


SECTION II.
REPORTING AND RECORDING OF INFRINGEMENTS

7. Any person who has or has had an employment or contractual relationship (consultancy, contract, subcontract, internship, traineeship, volunteering, etc.) with the company, or recruitment or other pre-contractual relations, as well as a self-employed person, a shareholder or a person belonging to the company’s administrative, management or supervisory body (including non-executive members, volunteers and paid or unpaid interns), or any natural person working under the supervision and direction of contractors, subcontractors and/or suppliers can report an infringement through the internal whistleblowing channel.
8. The basis for providing information shall be the person’s knowledge of a possible infringement in the company. Information on infringements shall be provided to protect the public interest. The provision of information for the purpose of protecting purely personal interests shall not be considered whistleblowing.
9. The Person Providing Infringement Information shall have the right to provide information through the whistleblowing channel, either in writing or orally.
10. Information provided in writing:
10.1. By email to praneseju.apsauga@litrail.lt;
10.2. By sending the report to AB “Lietuvos geležinkeliai” by post to Pelesos St 10, Vilnius. When the report is sent by post, it shall be necessary to indicate “FOR THE COMPETENT ENTITY PERSONALLY”.
11. Information provided orally:
11.1. To the Competent Entity, in which case an infringement report form must be completed and registered in the DMS. The data of the Competent Entity shall be available on the website of LTG and Business Units, under “Whistleblower Protection”.
12. Infringement Information shall be provided by filling in a report in the form approved by the Resolution of the GRL (Annex 1 to the Rules). The form shall be available on the website of LTG and Business Units, under “Whistleblower Protection”. Information on infringements may also be submitted as a free-form report, but in this case the Person Providing Infringement Information must, when expressing their will to acquire whistleblower status, state that:
12.1. They provide infringement information in accordance with the Law;
12.2. They (do not) wish to be subject to the provisions of the Law on the acquisition of whistleblower status;
12.3. They are aware of legal consequences for providing false information.
13. The report (both in the form prescribed by the Resolution of the GRL and in free form) must specify: 13.1. Who has committed, is committing, or is about to commit the infringement, when, in what way and by what means;
13.2. The date and circumstances of learning about the infringement;
13.3. The name, surname, personal identification number or date of birth, place of work and other contact details of the Person Providing Infringement Information;
13.4. Where possible, any available documents, data or information revealing criteria of a possible infringement.
14. When submitting a report, the person may indicate whether the infringement has already been reported and, if so, who received the report and whether a reply was received.
15. Anonymous reports that make it impossible to identify or contact the person who submitted the information and obviously false information shall not be investigated in LTG Group.
[bookmark: _page_26_0]16. The infringement information within LTG Group shall be received and recorded in the Document Management System by the Competent Entity on the date of receipt of the report. This infringement information shall be marked as confidential and accessible only to the Competent Entity. If the infringement information is submitted outside of working hours, it shall be recorded on the next working day. The personal data of the Person Providing Infringement Information shall not be included in the Document Management System. The information received shall be recorded in the file “7.62 Register GD-PŽ(LTG) of Infringement Documents Received by LTG Group”.
17. If the infringement information is not received by the Competent Entity in LTG Group, but by an employee of LTG/Business Unit by post or email, the information must be forwarded, without being registered, to the Competent Entity by email to praneseju.apsauga@ltg.lt or sent in a sealed envelope (if received by post).  The employee of LTG/Business Unit must delete the information received from all media at the employee’s disposal (if possible) after transmitting the information to the Competent Entity.


SECTION III.
ASSESSMENT OF INFRINGEMENT INFORMATION AND DECISION-MAKING

18. The Competent Entity shall evaluate the received report without delay, but at the latest within two working days, and:
18.1. Determine whether the report is anonymous;
18.2. Determine whether the person wishes to acquire whistleblower status;
18.3. Determine whether LTG Group is competent to investigate the information received;
18.4. Notify the person reporting the infringement of the receipt of their report.
19. The Competent Entity shall take one of the following decisions after assessing the submitted and registered report:
19.1. If it is established that the infringement information received gives reasonable grounds to believe that a criminal offence, administrative offence or violation is planned, completed or ongoing, and LTG is not competent to investigate it, the Competent Entity, not later than within two working days from the day of receipt of the infringement information, shall forward the information received about the possible infringements to the Prosecutor General’s Office of the Republic of Lithuania, without the consent of the person who submitted the infringement information, and it shall notify the person who submitted the infringement information accordingly;
19.2. To examine the received infringement information in accordance with the procedures set out in Standard No PS/FN13/LTG/17 on the Process for the Evaluation and/or Investigation of Information Received;
19.3. To terminate the procedure for examining the received infringement information if:
19.3.1. The infringement information is based on information that is manifestly untrue; 19.3.2. The person who submitted the infringement information resubmits the report regarding the same circumstances, where the previous infringement information has been examined and a decision has been made in accordance with the procedure laid down in the Law, or the information is being examined.
20. The Competent Entity shall inform the person who submitted the information in writing of the decision taken on the examination of the information, no later than 10 working days after the acknowledgement of receipt of the infringement information. The decision not to examine the infringement information must be reasoned. 21. The Competent Entity, after completing its examination of the infringement information, shall inform the person who submitted the information in writing within two working days of the decision taken, the results of the examination, and the action taken or planned to be taken, and it shall indicate the procedure for appealing against the decision taken (the appeal shall be lodged with the competent authority). The information provided must be limited to the extent that it does not conflict with other legislation on the protection of data and information. Once the fact of the infringement has been established, the Competent Entity shall inform the Person Providing Infringement Information of the liability imposed on the perpetrators of the infringement.
22. If the Person Providing Infringement Information has not received a reply or no action has been taken in response to the infringement information, the person shall have the right to apply directly to the competent authority in accordance with Article 4(4)(4) of the Law and to submit an infringement report in the prescribed form.
23. If the infringement information concerns the Competent Entity, it shall be forwarded to the CEO of LTG or to an authorised person. If the infringement information concerns the CEO of LTG, the Chairperson and/or Members of the LTG Board, it shall be forwarded to the competent authority for investigation.
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SECTION IV.
GENERAL REQUIREMENTS, PROTECTION AND SUPPORT MEASURES FOR PERSONS PROVIDING INFRINGEMENT INFORMATION


24. The Person Providing Infringement Information shall not be subject to any contractual or extra-contractual liability for providing infringement information, including liability for defamation, slander and insult, if, when providing infringement information in accordance with the procedure laid down in the Law and the Description of the Procedures, the person reasonably assumed that they were providing accurate information.
25. The Person Providing Infringement Information shall only be liable for damage caused by the provision of the information if it is proved that the person could not have reasonably believed that the information they provided about the infringement was correct.
26. The Person Providing Infringement Information shall not have to be fully convinced of the veracity of the facts reported, nor shall the person be obliged to assess whether the reported infringement meets the criteria of criminal offences or other irregularities as defined by law.
27. LTG shall apply the following measures to protect and assist individuals as provided for in the Law:
27.1. A secure channel for providing infringement information.
27.2. Confidentiality commitment – the Competent Entity shall ensure the confidentiality of the person who has provided infringement information, to the extent objectively possible in the light of the data provided and its relationship to the person who has provided infringement information, regardless of the outcome of the examination of such information. The Competent Entity shall not disclose the data of the person who has provided infringement information to third parties, except in the cases provided for in the Law. The requirement of confidentiality shall not apply where the Person Providing Infringement Information provides information which is obviously false or where the person so requests in writing, both at the time of the provision of the information and thereafter. The data of the person who has provided infringement information or of the person involved in the infringement which would allow identifying them may only be communicated to the person or authority which deals with the infringement information. Before providing confidential data, the Competent Entity shall notify the Person Providing Infringement Information or the whistleblower in writing of the provision of the data, stating the reason for the provision of confidential data.
27.3. Prohibition of negative influence – the person who has provided infringement information and the family members, relatives, colleagues working in LTG Group who have provided infringement information shall be protected from the date of providing such information from taking, threatening to take or attempting to take any measures of negative influence, i.e. suspension, dismissal, or suspension of a promotion, demotion or transfer to another place of employment, refusal to change a fixed-term contract to a contract of indefinite duration where the employee has a legitimate expectation of being offered a permanent job, refusal to renew a fixed-term contract of employment or to terminate a fixed-term contract of employment prematurely, to intimidate, abuse, harass, restrict participation in, or exclude the employee from, a previously customary formal or informal activity, to discriminate against the person, to threaten reprisals, or to restrict career opportunities, suspend training, reduce pay, unreasonably alter working hours or unreasonably assign  additional tasks or delegate additional tasks to others, cast doubt on competence, negatively assess performance or give negative feedback about the employee, communicate to third parties negative information about the employee which may lead to the employee being denied a future job in the sector or industry in question, or deny the right to work on information which is a state secret or an official secret, apply or impose any disciplinary or other sanctions (including financial sanctions), cause damage (including damage to the person’s reputation, especially on social networks), cause financial loss (including loss of business and income), terminate a contract for the supply of goods or services prematurely, revoke a licence or permit, refer the employee to psychiatrists or other medical practitioners, or take any other measures of negative influence.
[bookmark: _page_28_0]27.4. The right to full, impartial information and free advice on whistleblowing procedures and remedies – the Person Providing Infringement Information shall have the right to receive information and advice in writing and/or orally on whistleblowing procedures and on the protection, encouragement and assistance to persons providing infringement information, provided by the Competent Entity within its competence. The request and/or question submitted shall be answered by the same means of communication as the request and/or question within three working days of receipt of the request and/or question.
28. The other measures referred to in the Law, such as the right to remuneration for valuable information, the right to compensation, the provision of free legal aid, and the exemption from liability, shall be applied in accordance with the procedures laid down in the Law.
29. The provision of information which is known to be false, as well as information constituting a state, official or professional secret, shall not confer on the person providing the information about the infringement any guarantees under this Law. A person who has knowingly provided false information or who has disclosed a state, official or professional secret shall be liable in accordance with the procedure laid down by the legislation.


SECTION V.
RIGHTS AND OBLIGATIONS OF THE COMPETENT ENTITY


30. The functions of the Competent Entity in implementing the requirements of the Law shall be as follows:
30.1.	Recording, analysing, evaluating and investigating received infringement information;
30.2.	Ensuring the confidentiality of persons who have provided infringement information, except as provided for in the Law;
30.3.	Cooperating with employees of LTG Group and competent authorities on the information provided;
30.4.	Collecting and compiling anonymised statistics on the number and outcomes of received infringement information;
30.5. Performing other functions necessary for the implementation of the Law.
31. The Competent Entity, in performing the functions set out in the Description of the Procedures, shall have the right to:
31.1.	Obtain data and documents relating to infringement information from all employees of LTG Group;
31.2.	Take decisions on the receipt of infringement information;
31.3. Take decisions related to the conduct of the investigation, which are mandatory for employees of all functions of LTG Group.
32. The Competent Entity implementing the requirements of the Law and the Rules shall not be influenced or otherwise hindered in the performance of the functions referred to in the Rules and assigned to it by the aforementioned legislation.


SECTION VI.
PROTECTION AND STORAGE OF INFORMATION

33. LTG shall keep infringement information in accordance with the confidentiality requirements set out in Article 9 of the Law.  Infringement information shall be kept for at least five years from the last decision taken in the examination of the information. The retention period for infringement information may be extended by a reasoned order of a competent authority.
34. Before exercising the functions provided for in the Law and these Rules, the persons who have access to the data of the Person Providing Infringement Information shall be made aware of their liability for violation of the whistleblowers’ protection requirements laid down in the Law and/or in other legislation by signing a confidentiality commitment (Annex 1).
35. Employees of LTG Group who, in the course of their duties, may have access to, or may become aware of, the data of the person who has provided infringement information, shall, in accordance with the procedures laid down by LTG’s internal regulations, ensure the confidentiality of such information. 36. Employees of LTG Group who, in the course of their duties, become aware of the personal data of a person who has provided infringement information and/or the content of such information, shall be obliged to ensure the confidentiality of such information and personal data, both in the course of their employment relationship with LTG Group and in the event of termination of that relationship.
37. Correspondence relating to received infringement information subject to the requirements of the Law shall be carried out by the Competent Entity.
[bookmark: _page_29_0]38. The reports received shall be registered in the message register, which is stored in the “WHISTLEBLOWER PROTECTION” folder under “REPORTS” in SharePoint. The register shall only be filled in and accessed by the Competent Entity (Entities).


SECTION VII.
FINAL PROVISIONS

39. The Competent Entity shall summarise the data on the receipt, investigation and processing of infringement information once a year and post statistics on the effectiveness of the whistleblowing channel (how much infringement information was submitted through the whistleblowing channel, how much information was investigated, how much was forwarded to the Competent Entity for investigation) and other relevant information related to the submission and processing of infringement information on the LTG website.
40. The Rules shall apply and be valid to the extent that they do not conflict with the applicable legislation of the Republic of Lithuania.
41. The Rules shall be reviewed at least once a year and updated as necessary.  An employee of Business Resilience Business Security of LTG shall be responsible for reviewing and updating the Rules in a timely manner.
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Annex 1 to the Rules for the Administration of the Whistleblowing Channel


(Confidentiality Commitment Form)

CONFIDENTIALITY COMMITMENT


___ ___________ 20 ___

__________________________ (location)



1. I understand that, in the performance of my duties, I will have access to information about persons who are subject to confidentiality requirements under the provisions of the Law of the Republic of Lithuania on the Protection of Whistleblowers (the “Whistleblower Protection Law”). This information may only be disclosed or communicated to authorised persons or authorities in cases provided for by the laws of the Republic of Lithuania.
2. I am aware that confidential information consists of the data of the person who has provided infringement information in accordance with the Whistleblower Protection Law and other information that directly or indirectly identifies the person.
3. I undertake to maintain confidentiality and not to disclose or transfer any information subject to the confidentiality requirement under the Whistleblower Protection Law to any person who is not authorised to use the information, whether inside or outside LTG Group. I also undertake to notify the Competent Entity (the Prosecutor General’s Office of the Republic of Lithuania) of any situation that has come to my attention or that I have become aware of that may jeopardise the security and confidentiality of such information.
4. I understand that this commitment will remain in force for the duration of my employment or contractual relationship with LTG Group, as well as in the event of a transfer or termination of my employment or contractual relationship.
5. I am familiar with the requirements for the protection of whistleblowers under the Whistleblower Protection Law and other legislation.
6. I have been warned that a breach of this commitment may expose me to liability for violation of the whistleblower protection requirements set out in the Whistleblower Protection Law and/or other legislation.


____________________

(name, surname)
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(Infringement Report Form)

INFRINGEMENT REPORT

___ ___________ 20 ___

__________________________ (location)


	Data of the Person Providing Infringement Information

	Name, surname
	

	Personal identification number or date of birth if there is no personal identification number
	

	Place of employment (service, employment or contractual relationship with the institution)
	

	Job title
	

	Telephone No (contact notes)
	

	Personal email address or residential address
	

	Infringement information

	1. What infringement are you reporting? What is the nature of the infringement?

	2. Who committed this infringement? What could have been the person’s motives in committing the infringement?

	3. Place and time of committing the infringement.

	Data of the person or persons committing the infringement

	Name, surname
	

	Workplace
	

	Job title
	

	4. Are there any other persons who were or could have been involved in committing the infringement? If yes, please identify them.

	5. Are there any other witnesses to the infringement? If yes, please provide their contact details.

	Data of the witness or witnesses to the infringement

	Name, surname
	

	Job title
	

	Workplace
	

	Telephone number
	

	Email
	

	6. When was the infringement committed and when did you become aware of it or notice it?

	[bookmark: _page_32_0]7. What evidence could you provide to support an investigation of the infringement? Please indicate attached written or other data on the infringement.

	8. Have you already reported this infringement to anyone? If you have, who received the report and did you receive a reply? If you have received a reply, please state the substance of the reply.

	9. Additional notes and comments.



□ I confirm that I am aware of the legal consequences for providing false information and that the information I provide is accurate.


	Date
	Signature



___________________
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